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ABSTRACT 

Protecting information is the most important process in organizations to safeguard information 

assets from the security risks and threats. Most organizations employ security expertise to 

incorporate risk assessment in early stage of website software development, or employ external 

personnel for security services. This study proposes a lightweight approach that improves 

software risk assessment in web-based applications using two applied methodologies: 1) 

OCTAVE Allegro risk assessment framework to identify and assess organization’s critical assets, 

providing robust outcomes with limited security risk assessment knowledge and expertise, 2) 

STRIDE threat modelling tool that identifies and measures potential threats in well-defined and 

timesaving ways. The outcome of this study presents secure software risk assessment by 

identifying organization’s critical assets, identify risks, analyse the risks and determine risks 

impacts. As a result, study also proposes mitigation plan and countermeasures for the assets that 

have critical business impacts that could be useful for organizations who are using web 

applications in their forthcoming information security improvement.   
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I. INTRODUCTION 

 

 With rapid growth of global digitalization, information security has become essential 
part of the most organization especially, businesses who make online transactions in daily basis. 
At present, not all web-based applications conduct a comprehensive risk assessment on their 
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assets for different reasons. One of the main reasons is lack of knowledge and awareness of 
business stakeholders on security risk assessment practices. As a result, any security threat on 
information systems may cause a significant financial loss or privacy concerns on entire 
business. Performing information security risk assessment for web applications is recognized as 
a practical measure to control the risks and identify what could go wrong in each situation by 

understanding‒ how the web-based applications work, its business assets, how to apply 
information risk assessment, addressing threats and its vulnerabilities using risk assessments and 
threat modelling [1]. Therefore, a comprehensive, equally practical information security risk 
assessment management is essential in organizations that fulfils the most important security 
requirements: confidentiality, integrity and availability.  

 This study proposes a comprehensive study of risk assessment and threat modelling 
methodologies, providing detailed and  practical approach that improves software risk 
assessment in web-based applications using combination of two frameworks; OCTAVE Allegro 
and STRIDE.  

 The Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE) [2] 
framework provides a detailed and well-defined risk assessment approach. STRIDE [3] includes 
six classifications of security threats which identifies potential threats to a systems: Spoofing, 
Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of Privileges,  

 To formulate an effective and easy implementing software security risk assessment 
solution, the study customizes both, OCTAVE and STRIDE risk/threat assessment 
frameworks according to customer/business needs. The rest of this study  organized as follows; 
Section 2 provides a background on architecture of typical web-based applications and its 
components, importance of security software Risk Assessment, and identifies main threats and 
vulnerabilities of Web applications, Section 3 provides a comprehensive study on OCTAVE and 
STRIDE security risk assessment methodologies highlighting each and every step adopting a 
real-life business website, Section 4 proposes enhanced and robust security mitigation plan and 
countermeasures for the assets that have critical business impacts in the web applications, 
Section 5 discusses and concludes the study with future works.  

Background 

 In general [4], websites have three main components: Web browser ‒ a software 

application to access web-based applications such as Google Chrome, Web server ‒ which 

accepts and fulfils website user’s requests such as Apache Web Server, and Database server ‒ 
which stores the data for the web application such as Microsoft SQL Server. The websites are 
designed to represent the collaboration that occurs on the web between applications, 
information bases, and middleware frameworks. It assures that various applications work 
simultaneously and continuously. A User sends requests interacting with Frontend component 
and typing Uniform Resource Locator (URL). The request is sent from the Frontend to 
Backend Web Server requesting the data via network protocols, and then browser executes it to 
display the requested page as it shown in (Figure 1) [5]. 
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Figure 1 Web Application Architecture 

 A comprehensive risk assessment practices allow an organization to identify, evaluate, 
implement important security controls in applications and test application’s reliability from the 
attacker's point of view. It helps to discover all critical technical infrastructure assets, check the 
sensitive data and the relationship between assets, threats, vulnerability to reduce the control to 
remain compliant with a regulatory security standard. Therefore, it is important to understand 
that information security risk assessment is not a one-time security project, rather a continuous 
process that must be performed regularly. Ongoing evaluation gives the organization a modern 
and up-to-date picture of the threats and risks [6]. 

OCTAVE Allegro 

 OCTAVE methodology is used to identify and evaluate information cybersecurity risks. 

It helps organizations to develop a qualitative risk assessment ‒ identify critical assets, identify 
threats and vulnerabilities related to assets, determine risk impacts to organizations if it happens. 
OCTAVE was first developed in September 1999, by “Software Engineering Institute (SEI) at 
Carnegie Mellon University”. There was several updates and changes applied since the first 
OCTAVE framework released; “ in 2001 OCTAVE Version 2.0, in 2003 OCTAVE -S v0.9, in 
2005 OCTAVE-S v1.0 and in 2007 OCTAVE Allegro v1.0 ” [12].  

 OCTAVE mainly implemented in organizations with following requirements; 
organization with 300 and more personnel, organizational structure that have levels of hierarchy, 
and having own computing resources including infrastructure equipped to run to detect and 
evaluate organization’s vulnerabilities, as well as can interpret the results of vulnerabilities. 
OCTAVE also allows to apply the customized solution according to the organizational needs 
adopting a unique operational environment.  

The (Figure 2) depicts OCTAVE’s three main phases.  
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Figure 2 OCTAVE method phases 

1 Phase ‒ the analyst identifies most important assets of the organization and reflects how to 
protect those assets.  Then, determines the most critical assets, documents their security 
requirements, and identifies the possible threats.  

2 Phase ‒ in this phase, the analyst performs a detailed evaluation of assets’ threats which were 
identified in 1phase, and prepares mitigation plan, input for 3phase.  

3 Phase ‒the analyst accomplishes the final step of risk identification and mitigation plan for 
the most critical assets within the organization.  

 The latest OCTAVE Allegro V1.0 risk assessment methodology was introduced to 
allow wide-ranged assessment of organization’s critical assets with aim of achieve robust results 
with no or limited risk assessment knowledge. The word Allegro meant here, in a quick and 
lively speed. This method differs from the previous OCTAVE approaches in a way of focusing 
mainly on information assets. In addition, OCTAVE Allegro is successfully used by individuals 
who desires to make a quick but efficient risk assessment within the shortage of time, expertise, 
and lessen organizational involvement [12]. 

OCTAVE Allegro methodology includes eight steps with four phases as depicted in (Figure 3):  

1 Establish Drivers ‒an organization creates risk measurement for its business drivers 
(important assets).  

2Profile Assets‒asset’s criticality is determined and summarized, identifying exact trust 
boundaries and security requirements. 

3Identify Threats‒ threats are identified developing threat modelling scenarios. 

4 Identify and Mitigate risks‒ concrete risks assessment and risk mitigation processes are 
developed.  
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Figure 3 OCTAVE Allegro Roadmap steps 

Output of each step of OCTAVE Allegro is input for the next step; 

Step1‒ Establishing Risk measurement Criteria, which involves two activities ‒ identify 
organization’s assets and evaluate those assets’ impacts to the business mission and objectives. 
Define qualitative measurements to document scoring and prioritizing of the impacts.  

Step2 ‒ Develop information assets profile. OCTAVE Allegro mostly deals with information 
assets and this step starts with profiling those assets. Information assets profiling is summarizing 
asset value, quality and characteristics. In this step, the analyst ensures the definition and 
consistency of each asset thought whole methodology and there is no any misunderstanding 
defined.  Assets trust boundaries and security requirements sufficiently defined.  

Step 3 – Identifying information asset containers. Identify three key facts that concerns security 
and concept of the asset containers; how assets going to be protected, protection level, and 
existing vulnerabilities and threats.   

Step 4 – Identifying areas of concern. This step starts with brainstorming to identify the 
potential risks. Areas of concern where threat may happen using common sense. The main 
purpose of this step is not listing all possible threats and its concerned areas, but quickly 
summarize the situations or circumstances that come first in the mind. 

Step 5 – Identifying threat scenarios, which can be developed using OCTAVE Allegro threat 
tree. The threat tree derived from areas of concern developing several threat branches.  Every 
branch of the threat tree is considered for a specific type of asset. In addition, OCTAVE 
Allegro Questionnaires could be used to supports threat tree expansion.  

Step 6 – Identifying risks. This step is used to determine the risks according to the threat 
scenario and its impacts on organization. For example, e-commerce system is the most critical 
area concerns that affects organization’s reputation and financial status. Hence, in this step, the 
analyst should determine the risk and its affects into the organization.  

Step 7 – Analyzing risks. Once risk has been determined, analyzing the risk take its place. This 
step involves activities such measuring and calculating the risk probability and its impacts, as 
well as to decide how to deal with the risk.   



 

 

Comprehensive Study: Octave Allegro Risk Assessment and STRIDE Threat Modelling 

   
 

6 

 Emperor Journal of Life Science Research 

Emperor Journal of Commerce 

Emperor International Journal of Finance and 

Management Research 

Emperor International Journal of Finance and 

Management Research 

Step8 – Selecting Mitigation Approach is the final step of OCTAVE Allegro methodology, 
where identified and analyzed risks are mitigated according to organizational strategy. In this 
step, organization representatives need to discuss and take decision on how to mitigate each risk 
according to their business needs.   

STRIDE Threat Modeling 

 Threat is an actor who/which violates Information Technology security causing damage 
and harms. A potential threat may lead confidential data leakage, unauthorized access, modify 
some data, stopping or slowing system accessibility and etc. To ensure systems’ essential security 
requirements following security elements need to be adopted:  

 Integrity ‒ to assure that data has not been modified,  

 Availability ‒ to have continues access to the system and resources,  

 Confidentiality ‒ to control the sensitive data from disclosure,  

 Authenticity ‒control user access allowing legitimated user access.  

 Considering the aforementioned issues, STRIDE [3] was first invented in 1999, and 
acquired by Microsoft in 2002. It is the most mature and currently widely used threat modelling 
method that evaluates the system threats. STRIDE model is utilized as a measurement to 
identify threats examining system dataflow, data in store, and data in process.  In addition, 
DREAD was developed to calculate and assess security risk severity. Following (Table1) depicts 
STRIDE model threat definition [7]. 

Table 1 STRIDE model  

  Threat 
Property 
Violated Threat Definition 

S 
Spoofing 
identity Authentication Pretending to be someone else 

T 
Tampering 
with data Integrity 

Modifying something on data, disk, 
network  

R Repudiation Non-repudiation 

Claiming that you didn't do 
something or were not responsible; 
can be honest or false  

I 
Information 
disclosure Confidentiality 

Providing information to someone 
not authorized to access it 

D 
Denial of 
service Availability 

Exhausting resources needed to 
provide service 

E 
Elevation of 
privilege Authorization 

Allowing someone to do 
something they are not authorized 
to do 
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 OCTAVE methodology is quite complex risk assessment approach with many 
worksheets that mainly focuses on organizational risks, rather than analyzing technical risks 
related to websites. On the other hand, STRIDE is the lightweight model that identifies and 
evaluates potential threats by modelling.  In this study we adopted combination of OCTAVE 
Allegro and STRIDE methodologies to assess a web based online shopping business. 

III. METHODOLOGY 

 In the following section, we first start using OCTAVE Allegro, then, combine STRIDE 
methodology that enables organizations to understand and manage information security risks by 
providing easy and robust approach containing eight steps as follows: 

Step 1: Establish Risk Measurement Criteria  

 To start risk assessment, first we conducted a comprehensive meeting with online shop 
website stakeholders and discussed its important information assets. Among those assets, we 
selected most critical assets, which have significant impacts on the entire IT system. The 
selected impacts areas priorities include; “reputation and customer confidence, financial, 
productivity, safety and health, as well as fines and penalties” (Table 2). 

Table 2 Impact area prioritization; from 1-unlikely to occur, 2- risk could occur with 
moderate consequences, 3-4- risk likely to occur and have serious impact, 5- risk very 

likely to occur and have very high impact 

PRIORITY   
 

IMPACT AREAS 

5 “Reputation and Customer 
Confidence 

5 Financial 

5 Productivity 

1 Safety and Health 

4 Fines and Penalties” 

 

 Webstore reputation and customer confidence is the most important aspect. By 
ensuring a great business reputation and high customer confidence, business gains opportunities 
to get more regular customers, which leads directly to financial impacts. When customer is 
confident and satisfied with the business reputation, he/she may purchase more items online, 
where business productivity directly increases. Safety and Health have indirect impacts to 
business objectives. However, if there is an issue regarding areas of reputation and customer 
confidence and financial, productivity will be definitely affected and decreased. Consequently, 
the area of fines and penalties will be increased which affects system’s quality of operations. 
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Step 2: Develop Information Asset Profile 

 According to ISO/IEC 27002:2013 [13] information asset is defined as something that 
organization gives value that should be protected. There are various types of assets: tangible and 
intangible, however information assets are the most valuable entity in the organizations.  We 
have gathered a list of important assets after interviewing business users listed in (Table3). 

Table 3 Identify Important assets and high Business Impact 

 

Then, we identified the most common and critical information assets that are used through the 
entire website These assets include: 
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1) Business Data: (orders table, audit log, customers data, product data, membership 
data, etc) 

2) Web Application: System configuration files and libraries (PHP, MySQL , Apache, 
Linux Ubuntu,  SQLiteBrowser) 

3) External: payment system ( PayPal API, Social identity providers Auth0)  

Sample of these assets recorded on the worksheet provided by OCTAVE Allegro depicted 
below in (Table 4,5,6). 

Table 4 most critical information assets-No:1 record 

No: 1 

Critical Asset Business Data 

Rationale for 

Selection  

 

Critical asset; it consists all business data, 
such as customer info (clients, address’s, 
and financial info), information about the 
products, and audit logs. 

Description  

 

A data system used for storing info for 
long or short periods of time and keeping 
it safe and organized. 

Owner Mrs.XXX  

Security 
Requirements  

 

C
o

n
fi

d
e
n

ti
a
li

ty
  

Data confidentiality must be 
maintained applying 
encryption techniques. Only 
authorized personnel must 
have view this information 
asset with his/her 
determined access privileges. 

In
te

g
ri

ty
 

Only authorized personnel 
can modify this business 
data. 

 

A
va

il
a
b

il
it

y
  

This asset must be always 
available for personnel to do 
their jobs This asset must be 
available for 24 hours, 7 
days/week, 365 weeks/year.  
(excluding maintenance 
time) 

Most Important Security Requirement 

Confidentiality 
  
Integrity 

 Availability 
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Table 5 most critical information assets-No:2 record 

No: 2 

Critical Asset Webstore- website 

Rationale for 
Selection  

 

This asset contains of system 
operating software: system 
configuration files and libraries, 
Apache, Linux Ubuntu, PHP, 
MySQL   

Description  

 

System software is important asset 

because it runs the entire website ‒ 
manages and maintains all the data 
on premises. 

Owner Mrs.XXX  

Security 
Requirements  

 C
o

n
fi

d

e
n

ti
a
li

t

y
  

Only authorized personnel 
can have view to this 
information asset. 

In
te

g
ri

ty
 

Integrity is essential for this 
asset. Information format 
must be true and correct to 
its original form. Only 
authorized and further 
verified personnel can 
modify this information 
asset. 

A
va

il
a
b

il
it

y
  

This asset must be available 
for these personnel to do 
their jobs. 

This asset must be available 
for 24 hours, 7 days/week, 
365 weeks/year.   

Most Important Security Requirement 

 
Confidentiality 

 Integrity  Availability 

 

 

 



 

 

Hilalah F. Al-Turkistani 

  s 11 

 Emperor Journal of Life Science Research 

Emperor Journal of Commerce 

Emperor International Journal of Finance and 

Management Research 

Emperor International Journal of Finance and 

Table 6 most critical information assets- No:3 record 

No: 3 

Critical Asset External Payment System & Social 
identity providers (Auth0) 

Rationale for 
Selection  

 

When Customer views and places 
product order, he/she should be 
authenticated to make payment 
transaction. PayPall online payment 
system supports online money transfers 
for authenticated customers. 

Description  

 

PayPall payment provides 
financial transaction between 
the business and customer.  
Social identity provider is 
used to authenticate the 
customer.  

  

Owner Mr. XXX, Mr.XXX 

Security 
Requirements  

 

C
o

n
fi

d
e
n

ti
a
li

ty
  

Only authorized personnel 
must have view this 
information asset with his/her 
determined access privileges. 

 

 

In
te

g
ri

ty
 

Only authorized personnel can 
modify this business data. 

A
va

il
a
b

il
it

y
  

This asset must be always 
available for all; personnel and 
customers. 

This asset must be available for 
24 hours, 7 days/week, 365 
weeks/year.  (excluding 
maintenance time) 

Most Important Security Requirement 

 
Confidentiality 

 
Integrity 

 Availability 
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Step 3: Identify Information Asset Containers  
 This step identifies the container or location where information assets are stored, 
communicated, transferred and processed. Internal container includes software or system that is 
under the company control, whereas, external container includes outside third party-controlled 
software (Table 7)  

Table 7 Identify Asset Containers 

INFORMATION ASSET RISK ENVIRONMENT MAP 

INTERNAL 

CONTAINER DESCRIPTION OWNER(S) 

1. Database  
Web Server consists web application system files. 

Database stores all of the business data, such as  customer info 
(clients, address’s, financial info), audit logs, information about the 
product 

Mr. XXX, 
Mr.XXX 

 

2. Web App Server 
User access through this web server application and place order  

Mr. XXX, 
Mr.XXX 

 

3. Microsoft Outlook 
Communication between customers and employees via E-mail 

Mr. XXX, 
Mr.XXX 

 

4. Live Chat box 
 This is used to communicate between customers providing quick 
response to the queries.  

 

Mr. XXX, 
Mr.XXX 

 

5. Microsoft Office Professional Edition 2016 
Software that is used by all departments to manage overall activities 

Mr. XXX, 
Mr.XXX 

 

EXTERNAL 

CONTAINER DESCRIPTION OWNER(S) 

1. PayPal payment system  
Integrated API that makes product purchase transaction 

PayPal Mr. Smith 
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2. Social identity provider 
Google authentication platform that establishes online identifiers 
for the customers allowing them to connect into business server. It 
Provides authentication system that verifies with security token.  

Google Auth Mr. 
John 

 
Step4: Identify Areas of Concern  
 After reviewing assets container, we identify the areas where more security attention 
needed. These areas then extended for threat scenarios that affect security requirements (Table 
8)  

Table 8 Areas of Concern 

No. Area of Concern 

1 Customer table: it contains client private 
information. 

2 Product Order table: application receives order and 
stores it into order table.  

3 Purchase: application that transmits payment  

4 Audit log: the database table for administration and 
monitoring of the website. 

 

Step 5 – Identifying Threat Scenarios 

 In this step, according to OCTAVE Allegro methodology we need to identify threat 
scenario using two activities; Threat Scenario Questionnaires and complete Asset Risk 
Worksheets. 

 This step provides more details about areas of concern that helps to identify threat 
scenarios. Because our case study focuses to assess websites, we adopted STRIDE methodology 
that provides fast and easy way of threat modelling. The aim of this process is to recognize the 
threat associated with areas of concern.  In STRIDE, usually Data flow diagram (DFD) is used 

to analyze the threats, which includes several processes ‒ data store, data flow, and external 
entity that might have vulnerabilities (Table9).  

Table 9 DFD elements list 

DFD Element  DFD Item  

1. Data store 1.1 Web application configuration data  

1.2 Customer data 

1.3 Web pages 
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1.4 Audit log 

1.5 Product Data 

1.6 Membership data 

2.Data Flow 2.1 Web Application reading configuration 
data 

2.2 Customer Order request/response 

2.3 Data access/ queuing components 

2.4 Auditing data log access 

2.5 Purchase process 

2.6 Authentication process 

2.7Systems admin reading, creating, updating 
Web application configuration data 

3.External 
Entity 

3.1 Web shop customers 

3.2 Random users 

 

 Following (Table 10) provides mapping STRIDE to DFD elements to identify possible 
threats, whether system’s assets could be attacked by Spoofing, Tampering, Repudiation, 
Information Disclosure, Denial of Service, Elevation of privilege, and (Figure 6) STRIDE threat 
model diagram showing connection between user and company boundary and vulnerabilities.  

Table 10 mapping STRIDE to DFD 

DFD 
Ele
ment 
Type 

Sp
oof
ing 

Tam
perin
g 

Rep
udiat
ion 

Inform
ation 
Disclos
ure 

Deni
al of 
Servi
ce 

Elevat
ion of 
privile
ge 

Data 
store 

      

Data 
flow 

      

Exter
nal 
entity 
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Step6 &7: Identify & Analyse Risks 

 We continue prioritizing and calculating the risks. In this step, we merge Step6 (Identify 
Risk) and Step7 (Analyse Risk). First, we refer to the risk measurement criteria which was 

identified in Step 1 (Table2), and then identify impact level of severity ‒ high, medium, low as 
well as calculate risk score according to its level [8] (Table 11,12,13,14).  

Table 11 Severity levels of Impact Areas 

Impact 
Area 

Priority Low(1) Medium(2) High(3) 

Reputation 
and 
Customer 
Confidence  

5 5 10 15 

Financial 5 5 10 15 

Productivity 5 5 10 15 

Safety and 
Health 

1 1 2 3 

Fines and 
Penalties 

4 4 8 12 

 

Table 12 Identify and Analyse Information Asset-1 Risk 

Information Asset Business data 

Area of Concern Unauthorized disclosure of sensitive and private data or 
information. 

Consequences  

I m p a c t  A r e a S e v e r i t y V a l u e S c o r e 

High 
Reputation & 
Customer  
Confidence 

high 

 
5 15 

Financial high 5 15 

Risk Mitigation 

 

 

 

 

 

Productivity low 2 2 

Safety & Health low 1 1 
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Accept 

 

Defer Mitigate 

 

Tran

sfer 
Fines & Legal 
Penalties 

high 4 8 

Relative Risk 
Score 

  41 

 

Table 13 Identify and Analyse Information Asset-2 Risk 

Information Asset Business Web Application  

Area of Concern Only authorized and further verified personnel can have access 
and modify this asset.  

Consequences 

 

  

I m p a c t  A r e a S e v e r i t y V a l u e S c o r e 

High Reputation & 
Customer  
Confidence 

 

medium   

2 4 

Financial high 4 12 

Risk Mitigation 

 

 

 

 

 

Productivity high 5 15 

Safety & Health low 1 1 

Accep
t 

 

Defe
r 

Mitigat
e 

 

Transfe
r Fines & Legal 

Penalties 
medium 3 6 

Relative Risk Score   38 

 

Table 14 Identify and Analyse Information Asset-3 Risk 

Information Asset External Payment System & Social identity providers 

Area of Concern This asset must be always available for; personnel and customers. 

Consequences 

 

 

I m p a c t  A r e a S e v e r i t y V a l u e S c o r e 

High Reputation & 
Customer  
Confidence 

 

high 
5 15 

Financial high 5 15 
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Risk Mitigation 

 

 

 

 

 

Productivity high 5 15 

Safety & Health low 1 1 

Accep
t 

 

Defe
r 

Mitigat
e 

 

Transfe
r 

 

Fines & Legal 
Penalties 

moderate 4 8 

Relative Risk Score   54 

 
Step8: Select Mitigation Approach  
 In this final step we identify risk mitigation approach based on risk matrix 3X3 
(Table15) and provide mitigation plan (Table 16,17,18)  
 

Table 15 Risk Matrix and Mitigation 

 
 

 

 

 

Table 16 Mitigation Plan-1 

Mitigation Plan for Business data 

Threat Type Actions 

Malicious Attack 
(Ransomware, Advanced 
Persistent Threats) 

-Enforce Two-Factor Authentication 

-Develop Threat Intelligence 
Solutions 

Information disclosure -Apply Encryption on sensitive data  

-Data segregation and network zones 

-Always store the encryption keys and 
the encrypted data separately on the 
password 

Unauthorized access  -Enforce Password Complexity 

 

 

 

Risk Score & Mitigation Approach 

47-62 31-46 16-30 0-15 

Pool4 Pool3 Pool2 Pool 1 

Avoid Mitigate Transfer Accept 
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Table 17 Mitigation Plan -2 

Mitigation Plan for Web Application- Website 

Threat Type Actions 

Codes are using weak 
cryptographic algorithm 

 

Use AES-256 algorithm 

Flood the system  

 

Control number of requested 
based on system resource 
capability 

Session 
Hijacking/Man-in-the-
Middle, injection 

Use encryption connection  

admin default password -Disable default passwords  

-Enforce Password Complexity 

Remote Connection 
Compromise 

-Enable audit logs  

-Disable telnet connection (clear 
connection) 

 

Table 18 Mitigation Plan -3 

Mitigation Plan for External Payment System & Social 
identity providers 

Threat Type Actions 

Loss of confidentiality Use updated version of SSH 

Information disclosure  Use encrypted connection 

Do not store credit card 
information  

DDoS Provide additional payment option  
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IV. RESULTS AND DISCUSSION  

 To achieve an easy and effective risk assessment for online web based application in 
order to improve its security concerns, we proposed a combination of OCTAVE  and STRIDE 
methodologies. The results of the study shows that security risk assessment practices could be 
easily achieved in businesses by customizing the several methodologies according to the 
particular business needs. The study results showed that OCTAVE’s some complicated 
methods could be replaced by STRIDE (Step5) which make risk assessment easier and saves 
time. This approach could be practically adopted for small and medium business and does not 
require an advanced risk assessment knowledge, neither extra affords to assess the systems’ 
security concerns. The study provides easy to follow steps and recommendations applying the 
common mitigation plan provided in (Table 16, 17, 18).  

V. CONCLUSION 

 We are living in a new digital era, where connectivity and data will shift from being 
complementary to becoming central of every aspect of our lives. The typical web applications 
have very complex systems, infrastructures, and technologies, where attackers taking advantage 
of using sophisticated techniques, tactics, and procedures (TTPs), and they are seeking to 
damage productions processes, breach sensitive information or cause environmental and safety 
harms. Therefore, variety systems and technologies need to be integrated and provide sufficient 
secure lifecycle management to overcome widespread of attacks' impact. The proposed 
methodology aims to provide optimal value and benefits through using combination of threat 
assessment approaches (OCTAVE Allegro and STRIDE), through this we would save time 
while defining the potential threats while maintaining same level of desired output. We have 
implemented our proposed approach on a web application to measure the effectiveness of such 
combinations of such approaches to apply it on web applications risk assessment. The proposed 
solution saves time and requires minimum knowledge on risk assessment skills, which could be 
easily implemented in medium and small sized organizations that have web based applications.  
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